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HAMMING CODES AND THE MCELIECE CRYPTOSYSTEM

BEN DILL

ABSTRACT. In this paper, we seek to understand some basic principles of
coding theory. Specifically, we define and explore binary codes, Hamming
codes, and a special application of coding theory known as the McEliece
cryptosystem. We describe the meaning and usage of generator matrices
and parity check matrices and present bounds on the number of codewords
in codes of a given minimum distance and length. We present and prove
several known results about Hamming codes, including the fact that they
are necessarily perfect codes. We show how to construct a cryptosystem
using any linear code and discuss the strength of the McEliece cryptosystem
in a future where quantum computers are a reality. Finally, we present one
program which automatically decodes strings encoded with a Hamming
code and another which encrypts and decrypts messages using the McEliece
cryptosystem.

1. INTRODUCTION

In the modern world, huge amounts of information are exchanged daily.
Most of this information is transferred in binary code: sequences of Os and
1s. Whether these Os and 1s are transmitted over a physical medium or trans-
mitted wirelessly, there is always the possibility that the information will be
changed in the process of transmission. Errors can be introduced by electrical
interference, equipment error, human error, or simply from noisy communica-
tion channels [3]. In order to avoid the degradation of our information over
time and allow faithful transmission of data, we must have some method of
discovering and fixing these inevitable errors. We find methods to deal with
this precise problem in the field of coding theory.

The fundamental principle used in coding theory is redundancy. By trans-
mitting extra bits of data, we can protect our information in the face of errors.
We begin by noting that when we refer to a string, we will define the leftmost
bit to be in “position 17 and then proceed to the right, with the next bit being
in “position 2” and so on. As a simple example, if we wanted to transmit the
string 1011, rather than just sending the message “1011,” we could repeat the
message twice in our transmission. That is, we send the message “10111011.”
When the message is received, it can be decoded by checking positions 1 and 5
for the first bit, positions 2 and 6 for the second bit, positions 3 and 7 for third
bit, and positions 4 and 8 for the fourth bit. If all of these pairs agree, then we
assume our message has been received correctly. If any of these pairs disagree,
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2 BEN DILL

we know an error must have been introduced during transmission. However,
it is important to note that if we have more than one error introduced into
our message, this method could lead to an incorrect message that we think is
correct.

In general, when we encode a message that we want to transmit, we do so
by transforming it into a longer string which is called a codeword [3]. A set
of codewords is referred to as a code [3]. As we saw in the previous example,
even a simple encoding process can allow us to detect some errors. However,
there are much more efficient and useful methods for accomplishing this task,
some of which we will explore soon. Additionally, our example coding scheme
only allowed us to detect a single error. We had no way to determine which
bit an error actually occurred in and so all we know is that our received data
is incorrect. By using more redundancy and more powerful techniques, it is
possible to not only detect errors, but to also correct them. To illustrate this
in a simple way, we can imagine sending our previous message “1011,” three
times, resulting in the transmitted message “101110111011.” Then, when we
receive the message, we decode it by looking at the bits in positions 1, 5, and
9 for the first bit, positions 2, 6, and 10 for the second bit, positions 3, 7, and
11 for the third bit, and positions 4, 8, and 12 for the fourth bit. We can then
decide what our decoded message is based on a a simply majority rule. We
decide whether the bit should be a 0 or a 1 depending on which choice agrees
with at least two of the corresponding received message bits. Thus, assuming
that at most one error occured in each of our triples, we will still be able to
decode the transmission to the correct original message. For example, if we
try to send our message “1011” we will first encode it as “101110111011” as
before. If an error is introduced in the fifth position of the string, we would
receive the transmissoin “101100111011,” but we would still know to decode
the first bit of our message as a “1” because the bits in position 1 and 9 are
both still 1s.

Additionally, principles from coding theory can be used to construct a cryp-
tosystem capable of securely encoding and decoding messages. Given the im-
mense number of ways to decode a message with errors in it, we can construct
a system which is essentially impossible to break.

2. HAMMING DISTANCE

Before we proceed to more advanced code systems, we must establish a
foundation on which to build. Defining a metric which tells us the “distance”
between two binary strings will be useful and so we do that here.

Definition The Hamming distance d(x,y) between two bit strings of length
n, r =21y T, and y = Y1y - - - Yy, is the number of bits in which x and y

differ.

For example, if we had = = 10011 and y = 01010, d(z,y) = 3 as the strings
differ in positions 1, 2, and 5. Hamming distance satisfies all requirements of
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a metric. That is,
d(z,y) > 0 for all z,y

d(z,y) =0if and only if z = y
d(x,y) = d(y, ) for all z,y

d(z,y) < d(z,z) + d(z,y) for all x,y, z.

We can use the Hamming distance to decide how to decode a message we
have received. Say we encode a message and obtain the codeword z using some
code C. After transmission, the codeword y is received. We know that if no
errors were introduced then y = x and we have no problem as x is a codeword.
If errors were introduced during transmission, we can often determine what
the original codeword was by using nearest neighborhood decoding. When we
receive a string that is not a codeword in C, we can simply calculate the
Hamming distance between the string we receive and all possible codewords
in C. If there is a codeword with a unique minimum Hamming distance from
our string, we assume that this was the intended codeword and proceed to
decode it. Assuming that C is a large enough code with enough distance
between codewords and few enough errors were introduced, the codeword we
choose in this way will be x. For example, say that we have the code C' =
0001, 1100, 1111 and we receive the message 1000. Because this is not one of our
codewords, we first find the distance between our received message and each
of our three codewords. We see that d(1000,0001) = 2, d(1000, 1100) = 1, and
d(1000,1111) = 3. Because the distance is smallest between 1000 and 1100,
we decode the message as 1100. Note that in this simple code we can only
correct 1 error.

We can quantify the usefulness of nearest neighborhood decoding for our
purposes by restricting our attention to binary symmetric channels and by
using a little bit of combinatorics. A binary symmetric channel is a transmis-
sion channel where each bit sent has the same probability, p of being received
incorrectly and p < 1/2 [3]. In figure 1, we see a standard depiction of a binary
symmetric channel.

0 0
p
bit sent bit received
5}
1 > 1
1-p

FIGURE 1. A binary symmetric channel.
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When we assume we are using a binary symmetric channel, the following
theorem shows that nearest neighborhood decoding will result in the codeword
with the highest probability of being the original codeword /citeRosen.

Theorem 2.1. If we send a codeword from a binary code C over a binary
symmetric channel, then nearest neighborhood decoding produces the most likely
codeword sent.

Proof. This follows from the fact that it is more likely that we will have few
errors than many errors in transmission. Because we have probability p that
an error occurs in a given bit and probability 1 — p that an error does not
occur, we see that the probability of having k errors in specified positions is
p*(1 — p)"~*. Since p < 1/2, we know 1 — p > 1/2 and thus we have

pP(L—p)"" >p (1 —-p)"
when ¢ < j. Thus, we have shown that if ¢ < j, the probability of receiving
a string with ¢ errors in specific locations is greater than the probability of
receiving a string with j errors in specific locations. This completes the proof
as we have shown that it is more likely that fewer errors are introduced during
transmission, and thus nearest neighborhood decoding produces the codeword
with the highest probability of being correct. 0

We can determine how many errors a binary code C' can detect and correct
with the assistance of the following definition.

Definition The minimum distance, d(C), of a binary code C' is the smallest
distance between two distinct codewords.

Here, stated without proof, are two key theorems taken from Rosen regard-
ing the effectiveness of a code at detecting and correcting errors.

Theorem 2.2. A binary code C' can detect up to k errors in any codeword if
and only if d(C') > k + 1.

Theorem 2.3. A binary code C' can correct up to k errors in any codeword if
and only if d(C) > 2k + 1.

3. BOUNDS

Because the number of errors we can correct and detect increases with in-
creasing minimum distance between codewords, naturally it seems that we
want to make this minimum distance as large as possible. However, the larger
our minimum distance is, the fewer codewords we can have as more strings of a
given length become unusable due to their proximity to established codewords.
We can more specifically define this relationship through the sphere packing
bound.
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Theorem 3.1. If C is a code of bit strings of length n and with d(C') = 2k+1,
then the number of codewords in C' is no more than

on
O+ )+ + ()

This well-known theorem gives an upper bound on the number of codewords
we can have given some minimum distance. Codes which fulfill this upper
bound are referred to as perfect codes [3]. Similarly, we can define a lower
bound for the number of codewords in a code of bit strings of length n and
with d(C') < n. The following is known as the Gilbert-Varshamov bound [6].

Theorem 3.2. If C' is a code of bit strings of length n with d(C) < n, then
the number of codewords in C' cannot be fewer than

271

4. PArRITY CHECK BITS

As we build toward the mechanics of Hamming codes, we next need to
understand the usage of parity check bits. One way we can use a simple parity
check bit is by encoding a message with an added bit (the parity check bit)
which when using even parity, is equal to the number of 1s in our intended
message taken mod 2. That is, we would encode the message xyxy---x, as
X1T9 - TpTpy1 Where z,.17 = 1 + 29 + -+ - + 2, mod 2. The use of parity
check bits is another method for detecting errors. For instance, if a received
message has an odd number of 1s we know an error must have occured during
transmission. We can generalize this method and make it more powerful by
adding more parity check bits. Instead of encoding our message as before,
we can choose to encode zixs - X as x1Ty - - - TpTriq - - - T, Where the bits
Tyl T, are all parity check bits based on the original message. Note that
the parity check bits do not have to be in any specific positions in the codeword.
Here is an extended example of a coding scheme with multiple parity check
bits due to Tanenbaum [4].

We want to design a code which will add r parity bits to k data bits (let
n = k+r be the total length of codewords) and will be able to correct all single
bit errors. We have 2* valid strings after encoding and each of these strings
has n illegal strings which differ from them in only 1 bit. Thus, if we are to be
able to correct all single bit errors, each of the 2% valid strings requires n + 1
bitstrings of length n to be “assigned” to them. That is, when we receive any
of these n + 1 bitstrings, we will decode them as the valid codeword which
differs in only one bit. Since we have a total of 2" possible bitstrings of length
n, to avoid overlap we must have

(n+1)28F = (k+r+1)2F <2m.
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More simply, we see that
2" k
_ n— _ T
E+r+1< oF = 28 =27,

We can use this inequality to determine a lower limit on the number of
parity bits needed to be able to correct single errors when encoding k bits.
For example, say we want to encode 8 bits. We know that 9 + r must be
less than or equal to 2", and so we must have at least » = 4 parity check
bits. Interestingly, we see that as we increase k, we need a smaller and smaller
portion of our codewords to be parity check bits. This is illustrated in Table
1.

TABLE 1. Increasing Data Transfer Efficiency With Increasing
Number of Data Bits.

k | Minimum r | Total Length | % Parity Bits
8 1 12 4712 ~ 33%

16 5 21 5/21 ~ 24%

32 6 38 6/38 ~ 16%

64 7 71 771 ~ 10%
128 8 136 8/136 ~ 6%
256 9 265 9/265 ~ 3%

Hamming developed an encoding method with which these lower limits can
actually be achieved. In this method, every bit which is in a position that is
a power of 2 is used as a parity bit and all other bits are used for data. A bit
in position b is “checked” by some subset of parity bits, by, ba, by, - - - b, such
that the sum of the positions of the parity bits used is equal to b. For example
since 11 =1+ 2 + 8, a bit in position 11 would be checked by the parity bits
in positions 1, 2, and 8. This can be done for all bits because every positive
integer can be written as a unique sum of distinct powers of 2. If we examine
every bit in a codeword in this way, we see that each parity bit will check a
specific set of bit positions. If we had 16 data bits, we would encode them as
a codeword with 21 bits and we would find that

bit 1 checks bits 1, 3, 5, 7, 9, 11, 13, 15, 17, 19, and 21,
bit 2 checks bits 2, 3, 6, 7, 10, 11, 14, 15, 18, and 19,
bit 4 checks bits 4, 5, 6, 7, 12, 13, 14, 15, 20, and 21,

bit 8 checks bits 8, 9, 10, 11, 12, 13, 14, and 15,
and bit 16 checks bits 16, 17, 18, 19, 20, and 21.

If we arbitrarily choose to use even parity, each parity bit is obtained by
summing all the bits in positions which are checked by the parity bit and
taking this value mod 2. Note that each parity bit checks itself, but does not
have a value until after adding up all the other bits it checks. After determing
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the value of the parity bits, the sum of all the bits checked by a given parity
bit should be even.

Suppose we want to encode the 16 data bits 1001011010011011. We first
place these data bits into positions in a 21-bit codeword remembering that
each of the bits in a position which is a power of 2 will be a parity bit:

_1_001_0110100_11011.

We then calculate our parity bits by the above method and add them to form
the final codeword. For example the bit in position 1 is 0 because summing the
bits in all the odd positions gives 6, which is 0 when taken mod 2. Repeating
this for each of our parity bits, we see that our final codeword is

011000110110100011011.

Suppose we then transmit this message. Upon receiving the transmission,
we can decode the message by again summing the bits checked by each parity
bit and making sure that this sum is 0 (when taken mod 2). If all of the
parity bits are correct, we decode the message by removing the parity bits,
giving us our original data message. If an error has been introduced during
transmission, at least one of the parity check sums will be equal to 1 when
taken mod 2. In this event, we can determine which bit needs to be corrected
by looking at which of the parity bits are incorrect. For example, say bit 7
gets inverted during transmission giving us

011000010110100011011.

We sum all the bits that are checked by each parity bit, knowing that the sum
will be 0 if all the bits being checked are correct and 1 if an error has occured in
one of the bits being checked. In this case, we see that parity bit 1 is incorrect
because its check bits sum to 5, parity bit 2 is incorrect because its check bits
sum to 5, parity bit 4 is incorrect because its check bits sum to 3, parity bit 8 is
correct because its check bits sum to 4, and parity bit 16 is correct because its
check bits sum to 4. We know that the error must have occured in one of the
bits checked by all three of the parity check bits 1, 2, and 4. This narrows our
search to either bit 7 or 15. We can eliminate 15 because it is also checked by
parity bit 8, which was correct. Thus, we correctly find that an error occured
in bit 7 and we invert it to obtain the correct codeword. More simply, we can
add up the positions of the parity bits which were incorrect to see that the
error occured in position 1 + 2 4+ 4 = 7. Note that this code is designed to
correct only a single error, and errors in multiple bits would result in incorrect
decoded messages.

5. GENERATOR MATRICES

We can also use matrices to help us decide how to define each of our parity
bits. First, let our original message xx5 - - - 13 be represented as a 1 X k matrix
which we will call xz. We define a generator matriz, G, to be a k x n matrix
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which begins with the k x k identity matrix, I;. The rest of GG is defined as
a k X (n — k) matrix, A, which we choose [3]. We denote this by G = (1| A),
and we encode x by multiplying it by G. That is, E(x) = xG. The following
is an example due to Rosen [3], wherein we encode bitstrings of length 3 by
adding a parity check bit. If we let

1
A= 1|1},
1
we see that
1 001
G=(I5A)=10 1 0 1
0011

because we are encoding strings of length 3. We can then multiply bitstrings
(represented as 1 x 3 matrices) by G and take the results mod 2 to encode
them. For instance, “100” becomes “1001” and “011” becomes “0110.” We
see that the encoding process is adding a parity check bit to the end of our
messages.

It is also true that the codewords in the binary code generated by G are all
linear combinations of the rows of G taken mod 2 [3]. Furthermore, when we
form a binary code from a matrix G, the sum of any two codewords mod 2
must also be a codeword. This property defines a linear code. We can see this
by assuming that y; and y, are codewords generated by G. Because they are
codewords, there must be strings x; and x9 such that E(z1) = y; and E(zy) =
y2. Therefore, y; + yo must also be a codeword because E(x1 + x2) = y1 + 4
due to the distributive property of matrix multiplication.

When we have a linear code, there is an easy and quick method of deter-
mining the minimum distance of our code. We will develop this starting with
the following definition.

Definition The weight of a codeword x in a binary code is the number of 1s
in the codeword and is denoted w(x).

For example, w(1010) = 2 and w(0001) = 1. This leads us to the following
theorem which defines the minimum distance of a linear code /citeRosen.

Theorem 5.1. The minimum distance of a linear code C' is equal to the min-
imum weight of a nonzero codeword in C.

If we define C to be the linear code {0000,0011, 1100, 1111}, this theorem tells
us the minimum distance in C'is 2 as w(0011) = w(1100) = 2 and w(1111) = 4.
Note that we if we added the codeword 1110 to the code, we would also have
to add the codeword 0010, as this is a linear combination of 1110 and 1100. In
this case, the theorem would again correctly tell us that the minimum distance
of the code was 1.
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6. PARITY CHECK MATRICES

We now have a general method for encoding our intended messages. Now,
we need to develop a method for decoding the messages after transmission.
For a generator matrix G = (I;|A), we define the parity check matriz H as
H = (A"I,_1) where A" is the transpose of A. We arrive at this construction
by understanding what our generator matrix is doing during the encoding
process. Say we want to encode a string of length three, zyx923, by appending
four parity check bits x4y = x1 + 29 + 23, 5 = 1 + 22, T¢ = 1 + x3, and
r7 = X9 + x3, where addition is done mod 2. This scheme corresponds the the
generator matrix

1001110
G=101 01101
0011011
We see that when addition is performed mod 2 and we use even parity, the

following equations must hold:
T14+ a9+ r3+24=0
T1+ 2+ 2x5=0
r1+x3+26=0

To+ a3+ 27 = 0.

In matrix form, this is equivalent to saying

Iy
o)
T3
Tyg| =
Ts

Te

| L7

O ==
— O = =
— = O =
oo o
oo~ o
o~ oo
_ o O O
OO OO

or HE(x)! = 0 where H = (A*|1,). Note that we will sometimes refer to A’ as
B in coming sections.

Clearly, the string zixox324250627 is a codeword if and only if the above
relation is true. Thus, it is easy for us to detect errors in our received messages
using our parity check matrix. If Hz! # 0, we know the message must have
an error in it. Furthermore, parity check matrices can correct errors in the
event that all the columns of H are nonzero and distinct [3]. To illustrate this,
consider the following. Suppose we send a codeword, z, and the message vy is
received. If errors occured during transmission, y may not be the same as x.
We can write y = = + e where e is called an error string which contains 1s
in all the positions where an x and y are different and Os everywhere else. If
we assume that only 1 error was introduced in transmission, e has only one 1
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and it is in the position where x and y are different. Let’s call this position j.
Because we know Hz! = 0, it follows that

Hy'=H(x'+¢e)=Ha'+ e =¢' =¢

where ¢; is the jth column of H. Therefore, if we assume that no more than
1 error was introduced in transmission, we can always decode the message
correctly. If Hy' = 0 we know our received message is correct. Otherwise,
Hy' will be equivalent to the jth column of H and we will change the jth
bit of the received message to recreate the correct message. For example, say
we receive the transmission “1110101” while using our previous code. Let’s
assume at most one error was introduced during transmission. We check the
received string by multiplying it by the parity check matrix and see that

-
1

111100 0] 1

110010 0] |]_1|1

1010010 0

011000 1|, 1
L1

Because we do not get a zero vector, we know our received message is not
correct because it is not a valid codeword. Additionally, our parity check
matrix has unique and nonzero columns, so we can correct the error by looking
at which column of H matches the product we calculated. In this case, the
product matches the second column of H and so we change the second bit of
our received message to discover the original codeword “1010101.”

7. HAMMING CODES

Hamming codes are a particular kind of code which can be defined in terms
of their parity check matrices. A Hamming code of order r for a positive
integer 7, is the code we form when we define H as an r x (2" — 1) matrix
where the columns are each of the 2" — 1 nonzero bit strings of length r in
an order such that the last » columns form the identity matrix, [, [3]. If we
change the order of the columns while still staying true to the definition, we
obtain an equivalent code [3]. If we want to define a Hamming code of order
3, we can begin with

H= = (B|I3).

—_ = =

1
1
0

— = O
[
oo
o~ o
— o o

Notice that we can change the order of the first four columns without violating
the definition of a Hamming code and doing so will simply change our matrix
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B. In this case,

B =

— =
O~
—— O
— O

which allows us to define our generator matrix

1000111
0100110
G:<I7—3|Bt):0010011
0001101

We see that this code is used to encode bitstrings of length 4 by adding three
parity check bits. Thus, there are 16 possible strings we can encode, and each
of the 16 codewords produced by these strings can be obtained by taking some
linear combination of the rows of G' taken mod 2.

By virtue of the way Hamming codes are defined, we can show that all
Hamming codes must be perfect codes. Recall that a perfect code is one
which satisfies the upper bound on the number of codewords provided by the
sphere packing bound exactly. That is, the number of codewords in a perfect
code C' with codewords of length n and with minimum distance d(C) = 2k +1
is exactly

We begin with two lemmas.

Lemma 7.1. A Hamming code of order r contains 2"~" codewords where n =
2r—1

Proof. Due to the definition of a Hamming code, we know that the parity check
matrix associated with our code is an r X n matrix. Thus, we know that the
generator matrix for this code must be an (n —r) x n matrix. Every codeword
is a linear combination of the rows of the generator matrix and no two linear
combinations give the same result. Because there are n — r rows, there are
2"7" ways to linearly combine the rows and thus there are 2"~ codewords in
a Hamming code of order r. 0

Lemma 7.2. A Hamming code of order r has a minimum distance of 3 when
T 18 a positive integer.

Proof. By construction, the parity check matrix H, of our code has unique
and nonzero columns. Thus, we know that we can correct errors with our
code. This tells us the minimum distance of our code must be at least 3 by
Theorem 2.3. Because of the way we build H,, we know that it must contain
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the columns

1 1 0
1 0 1
C1 = 0 , C2 = 0 y C3 = 0
0 0 0

If we let « be the bit string with a 1 in the positions of these columns and
0s everywhere else, we see that Hz! = ¢; + ¢ + ¢3 = 0. We have thus shown
that « is a codeword. Because w(x) = 3, we know that the minimum distance
of our code cannot be greater than 3 by Theorem 5.1. Thus, the minimum
distance of a Hamming code of order r is 3. O

Theorem 7.3. A Hamming code of order r is a perfect code.

Proof. Let n =2"—1. By Lemma 7.1, we know that a Hamming code of order
r has 27" codewords of length n. By Lemma 7.2, the minimum distance of
a Hamming code of order r is 3. According to the the sphere packing bound,
the maximum number of codewords allowed in our code is

2" 2" 2"

O+ 1+n 1+27-1

Thus we have shown that the Hamming code of order r has the maximum
allowable number of codewords and so is perfect. 0]

n—r

8. HAMMING DECODER IMPLEMENTATION

Using Mathematica, it is easy to automate the process of encoding or de-
coding a message with a Hamming code. By following the procedures outlined
in previous sections, we can construct a program which is capable of doing this
for any specific Hamming code. In the appendix, we see an original program
which decodes messages in a Hamming code with 4 data bits and 4 parity bits.
Other decoders would be very similar, with obvious changes to the parity check
matrix and codeword length as necessary.

9. THE McELIECE CRYPTOSYSTEM

While most cryptosystems in wide use today are based on principles from
number theory (such as the difficulty of factoring large numbers, in the case
of RSA), other systems which are based on other difficult problems exist [6].
One of these other systems is the McEliece Cryptosystem, which is based on
decoding a received message in a linear binary code. To encrypt a message,
the sender intentionally adds errors to their message in random locations after
encoding it with a public key. If the codewords are long and many errors
are introduced, it quickly becomes impossible to check all possible locations
for the errors, making brute force decoding methods useless. For example, if
codewords of length 512 with 50 errors in them are used, there are (512) ~ 8 X

50
1099 possible different error configurations. However with careful construction,
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it is possible to devise a system where a unique and efficient decoding algorithm
exists. More importantly, this algorithm is determined by the construction of
the system, so only the creator knows what it is. Using the algorithm, the
creator can quickly decode messages encoded using his or her system, while
anyone else who receives encoded messages cannot. This is the basis of the
McEliece public key cryptosystem, which we will now examine further.

We begin creating our cryptosystem by selecting G' to be the generating
matrix for any linear error-correcting code, C. As before, we will let k£ be
the number of data bits encoded by C, n be the total number of bits after
encoding, and d(C) = d be the minimum distance in C. We then select a
k x k matrix that is invertible mod 2 and call it S. Finally, we choose a third
matrix, P, which is an n X n permutation matrix. That is, every row and
every column of P must have exactly one 1 with the rest of the matrix entries
being 0.

With these three matrices, we construct the public key for our system:

G, = SGP.

We keep the matrices S, G, and P secret, but readily give out the public key
(G1. People who want to send a secure message using the cryptosystem encode
messages using the public key and then add a random error string to their
codeword (making sure that the number of errors introduced does not exceed
the number the code is capable of correcting). More specifically, to encrypt a
message, x, we would generate a random string e of length n with ¢ 1s in it.
Then the encrypted message would be y = G + e mod 2.

To decrypt a message, we begin by calculating y; = yP~! = £SG+e,, where
ey is still a binary string containing ¢ 1s because P is a permutation matrix. We
then use the decoding system of the code C' to find the closest codeword to y;
and call this 1. This is effectively correcting the errors which were introduced
during encryption (though they are actually in different locations due to the
permutation matrix) and provides the main security of the cryptosystem. It
is impossible for anyone who does not know the code C to complete this step
because they do not know what decoding scheme to use. As mentioned before,
when long codewords with many introduced errors are used, there are simply
too many possible error locations to attempt decryption by brute force.

Two more steps must be taken to recover the initial message. We first
compute xg such that xoG = x1. This strips out the bits which were introduced
by G (in the linear codes we have looked at this would remove the parity bits)
and leaves only bits which correspond to message data. We then finally recover
the initial message by computing x = x¢S™!.

More explicitly, say we want to create a cryptosystem using the Hamming
code of order 3 which we defined before. In this code, we have k =4, n =7,
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d(C) =3, and
1000111
0100110
“=loo10011
0001101
We now arbitrarily choose
1 001
1101
5= 0101
1110
and
0 01 0 0 0 07
1 00 0O0O0O
0000100
P=10 0 0 0 0 1 Of,
00 0O0O0TO0T1
01 000O0O0O
0 001 00 0]
giving us ) _
0011010
1010011
G=GFP=11 1950010
1 01010 0]
To encode the string x = 1011, we multiply
(00 1 10 1 0]
1010011
PO 00010
1010100

and then add an arbitrarily chosen error string e = 0000010 to obtain y =
0101110. Note that we can only introduce one error because the code we chose
to use can only correct one error.

To decode y, we begin by calculating y; = yP~! = 0011011. We calculate
x1 by applying H to y; and correcting the bit in the specified location. Here
we see that

Hy; =

—_ = =

which is the fourth column of H. Thus, we change the fourth bit in y; to
obtain z; = 0010011. Because the code we chose only adds three parity check
bits, to find xy we simply remove the last three bits to obtain zy = 0010.
Finally, we recover the original message by calculating x = 275~ = 1011.

It is important to note that more complex codes would need to be used
for the McEliece Cryptosystem to be secure. The strength of the system
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lies in using long codewords with many errors in them, and these conditions
necessitate using a code which can efficiently correct many errors. McEliece
suggested using a Goppa code which is capable of correcting 50 errors efficiently

6].

10. MCELIECE AND QUANTUM COMPUTING ATTACKS

While quantum computing is still in its infancy, it promises to greatly
expand computing power in the future. With this increased computational
power, some of the most commonly used cryptosystems, most notably RSA,
could be broken. Many of these systems are based on the relative difficulty
of factoring a large number as compared to multiplying numbers together to
obtain said large number. With the power of a quantum computer, the fac-
torization of large numbers becomes much easier. In 1994, a specific quantum
algorithm was developed which would be able to rapidly factor large num-
bers when implemented on a reasonably powerful quantum computer [5]. This
could be counteracted by using larger and larger numbers as the basis for
these cryptosystems, but eventually it would likely be more practical to use a
different cryptosystem.

This is where the McEliece Cryptosystem is potentially useful. While it has
rarely been used since its development in 1978, it cannot be attacked in the
same way that the more commonly used cryptosystems can. As we discussed
above, the McEliece system is based on the difficulty of decoding a message
in a linear code rather than on the factorization of large numbers. Currently,
there is no known quantum attack which would allow this problem to be solved
more quickly than with conventional computing [5]. This makes the McEliece
Cryptosystem potentially valuable in the future, though there is no guarantee
that a successful quantum attack won’t be developed.

11. CONCLUSION

Coding theory is a very large and important field and we have only discussed
a small section of the topics therein. Other forms of error correcting codes
exist, some of which are much different in design and more efficient than the
Hamming codes. For instance, convolutional codes are able to encode data
continuously rather than in discrete pieces or blocks [6]. BCH and Reed-
Solomon codes are frequently used due to the existence of known efficient
decoding schemes which allow for the correction of many errors very quickly
[6]. Finding efficient ways to decode messages which are encoded using error
correcting systems is, in itself, a large field which is still being researched today.

It is also important to note that bit errors are not the only type of errors
which can take place when transferring data. Sometimes entire pieces of data
are lost and obviously this requires a different type of error correction system.
To ensure that data can be transferred efficiently and reliably, it is always
important to use many different techniques for error control [6]. We find these
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techniques in coding theory and they are absolutely necessary in the modern
world.
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12. MATHEMATICA CODE

Hamming Decoder

Clear["Global‘x"];
v = 10110101; (*message to be decodedx)
vint = IntegerDigits([v, 10,
8]; (#breaks v into a list of digits in base 10%)

vmult = ({

{vint[[1]], vint[[2]], vint[[3]], vint[[4]], vint[[5]], vint[[6]],

vint[[7]1]}

s
(*vmult is a matrix with the values of vint in it*)
P=(

{0, 0, 137},

{0, 1, 0},

{0, 1, 1},

{1, 0, 0},

{1, 0, 1},

{1, 1, 03},

{1, 1, 1}

}); (xparity check matrixx)
e = Mod[vmult.P, 2]; (*multiply vmult by P mod 2 *)
If[
e[[1, 1]1] == 0 && e[[1, 2]] == 0 &&
el[[1, 3]] == 0, (xif entries of e are all 0x)
(*thenx)
u = FromDigits[{vint[[3]], vint[[5]], vint[[6]], vint[[7]]1}];
IntegerString[u, 10,
4] ,(*u is the message from positions 3, 5, 6, and 7 of vintx)

(xelsex)

parity =

Mod [Total [IntegerDigits[v, 10]],

2]; (*sums digits of message mod 2%)
If[

parity == 0,

Print["Double Error Detected"],

(xelsex)
n = 2x(e[[1, 1]1]*2 + e[[1, 2]]) +

e[[1, 3]];(xfinds the error bitx*)

changebit = Mod[vint[[n]] + 1, 2]; (*changes error bitx*)
vint[[n]] = changebit;

u = FromDigits[{vint[[3]], vint[[5]], vint[[6]],
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vint [[7]]1}]; (xset messagex)
IntegerString[u, 10, 4]
1 (Gkifx)
1 (xifx*)
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McEliece Cryptosystem

Clear["Global‘*"];

G =«
{1, 0, 0, 0, 1, 1, 0%},
{0, 1, 0, 0, 1, 0, 1},
{0, 0, 1, 0, 0, 1, 1},
{0, 0, 0, 1, 1, 1, 1}
B

S =
{1, 0, 0, 1},
{1, 1, 0, 1},
{0, 1, 0, 1},
{1, 1, 1, 0}
IO

P=(
{0, 0, 1, 0, 0, 0, O},
{1, o, 0, 0, 0, O, O},
{0, 0, 0, 0, 1, O, O},
{0, 0, 0, 0, 0, 1, O},
{0, 0, 0, 0, 0, O, 1},
{0, 1, 0, 0, 0, O, O},
{0, 0, 0, 1, 0, O, O}
s

Gl = Mod[S.G.P, 2]; (*Public Encryption Matrixx)

(*Encryption*)

m0 = ({
{1, 0, 1, 1}
}); (xmessagex)

e =
{0, 0, 0, 0, 0, 1, O}
IO

y = Mod[m0.G1 + e, 2];

y[[1]]

(*Decryptionx)

yl = y.Inverse[P];

H=({
{1, 1, 0, 1, 1, 0, O},
{1, 0, 1, 1, 0, 1, 0},

{0, 1, 1, 1, 0, 0, 1}
}); (xParity check matrix for Hamming (7,4)*)

19
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syn = Mod[yl.Transpose[H], 2];
changebit = Position[Transpose[H], syn[[1]]1];

If[
syn == {{0, 0, 03}},
x1l =y1;,
If[

y1[[1, changebit[[1, 1]]]] == O,
y1[[1, changebit[[1, 11111 = 1;
x1l =y1l;,

y1[[1, changebit[[1, 11111 = O;
xl = yi;
]

]

x0 = x1[[1, {1, 2, 3, 4}11;
ml = Mod[x0.Inverse[S], 2] (*Decrypted Message!*)
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